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Feedback to the Bioethics Advisory Committee (BAC), Singapore,
From the Department of Community, Occupational and Family
Medicine, Yong Loo Lin School of Medicine, National University of
Singapore
for the 14 June 2006 Consultation Paper entitled
“The Use of Personal Information in Biomedical Research”

BAC’s Recommendation
1.

COFM Response

The Legal Protection of
Personal Information
We recommend that the
relevant authorities consider
establishing a legal framework
for the use of personal
information in biomedical
research.

Yes, we support this.
It helps assure research participants that they
are protected by a legal framework, on top of
good practices and policies set out by
Institutional Review Boards (IRBs) and the
individual Principal Investigators (PIs). It
also reinforces that biomedical research is for
public good and not merely for scientific
progress.
Our concerns regarding this recommendation
are:
• The legal framework must not be too
cumbersome and restrictive so as to
balance protection versus research
needs.
• The legal framework should be broad
and yet robust to remain relevant for
the rapidly advancing field of
biomedical science and the supporting
or driving technology. It should take
into consideration new technology e.g.
Trusted Third Party (TTP) / Data
Privacy Framework (DPF)
mechanisms.

2.

Consent and Proportionality
Specific consent should be
obtained when research

Yes, we support this.
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3.

BAC’s Recommendation

COFM Response

involves identifiable personal
information or tissue samples.
General consent may be
obtained for subsequent
research involving the use of
de-identified information or
remnant tissue. The
information to be provided to
the individual when taking
consent should depend on the
sensitivity of the information
and the risk of harm.

We agree that the level of details in the
consent form must be in proportion to the risk
of harm to research participant. For example
in a very low-risk procedure like taking blood
pressure, it is not normal practice to explain
beforehand to the participant about the slight
discomfort that he will experience when the
cuff is being inflated..
We also must have clear statements to cover
legacy issues pertaining to studies, data,
tissues, etc collected in earlier studies. While
getting re-consent would be impractical, IRB
review and approval would still be required.

Disease Registries
We recommend that the
relevant authorities clarify the
legal basis for the disclosure of
medical information to disease
registries by health care
institutions and physicians; and
establish mechanisms enabling
the registries and healthcare
institutions to increase the
accessibility of personal
information for research that
can significantly advance
public welfare, while
safeguarding privacy concerns.

Yes, we support this.
We would like to emphasize the need for
legislation to allow access for research and
suggest that legislation be restricted to
research for policy and health planning.
Our concerns regarding this recommendation
are:
Trying to get an omnibus Bill/Act to cover all
possible disease registries would be too
complicated and confusing. It may be
preferable to go for disease-specific registries
e.g. Cancer Registry, with all the proper
justifications, procedures and safeguards. An
alternative would be to have a very general
Act, and leave the disease-specific details to
the Regulations. We should try to expedite
the enactment of such legislation as it is long
overdue and urgently required to prevent the
collapse of present registries. It would be
extremely difficult to re-start a comprehensive
population-based registry e.g. the Cancer
Registry.
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BAC’s Recommendation
4.

Epidemiological Research and
Public Health Research
We recommend that the
relevant authorities consider
establishing legal mechanisms
to facilitate the use of personal
information in registries,
databases and medical records
for epidemiological research
and public health research.
These mechanisms should also
ensure that there is minimal
risk to individual privacy and
confidentiality.

5.

Yes, we support this.
Provisions for a TTP/DPF should be a key
platform for privacy protection.
We are concerned that as the legal
mechanisms become formalised, extra costs
will be incurred as a result of added
administrative overheads and IT
requirements. We foresee the need to adjust
manpower funding (especially for small
projects) for the overhead needed to comply
with the legal mechanisms. We hope that
funding agencies will provide for
administrative support to the Principal
Investigators to adhere to the legal
mechanisms.

Clinical Audit and the
Electronic Medical Record
Exchange
We recommend that the
relevant authorities consider
legal provisions necessary to
ensure that the potentially
increased scope of clinical
audit does not violate medical
confidentiality and to assure
the public that privacy and
confidentiality interests in
personal information will be
safeguarded.

6.

COFM Response

Yes, we support this.
We understand that clinical audit is not
considered research and the use of medical
records in such activities is presently not
subject to IRB review.

Vulnerable persons
We recommend that IRBs,
when reviewing research,
ensure that any concerns in
regard to vulnerable persons

Yes, we support this.
The Act must define “vulnerable persons”.
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BAC’s Recommendation

COFM Response

are appropriately addressed.
7.

Withdrawal of Consent
Research participants should
be allowed to withdraw their
consent to participate in a
research at any time without
explanation and without
prejudice. They should be
assured that upon withdrawal
their personal information
and/or tissue samples will
either be destroyed or
irreversibly de-identified.

8.

Yes, we support this.
Participants must be given the choice either to
have all data and tissues destroyed or
irreversibly de-identified upon withdrawal. It
should not be left open to the Principal
Investigator’s decision.
At the same time, from our experience, we
recognise that there can be several types of
withdrawals e.g.:
• Please don’t contact me again. You
can use all my data and samples that
you have collected over the past 10
years.
• Please don’t contact me again. Please
also destroy all my data and samples
that you have collected so far.
Provision should be made to cater for these
different levels of withdrawal e.g. IRB to set
guidelines for more complex cases of
participant withdrawal.

Privacy and Confidentiality
Personal information should be
de-identified as far and as early
as possible and should be
stored or transferred as deidentified information.

There are scientifically valid reasons for a
research participant to be re-contacted or
identified for the purpose of follow up or
conducting longitudinal studies, such as in
certain types of epidemiological research. In
the current practice, the research participant
would be asked for consent for follow up or
re-contact after having been adequately
informed of the implications. We strongly
agree that the research participant’s
information/tissues need to be de-identified
for privacy reasons, but irreversibly deidentifying these would disable research of
the nature described.
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BAC’s Recommendation

COFM Response

At the same time, we recognize that there are
some cases where irreversible deidentification would be appropriate and would
not hamper the research process. For
sensitive topics e.g. HIV/AIDs, this may be
assuring for IRBs and for research
participants.
It would be better for Recommendation 8 to
be suffixed with “The de-identification
process should be made reversible or
irreversible, depending on which best serves
research participants’ interests and research
needs.
9.
Researchers should not attempt
to identify an individual from
de-identified information as it
is a serious breach of ethics to
do so.

For the same reasons stated earlier, we
suggest that this recommendation be modified
to “Researchers should not attempt to identify
an individual from de-identified information
unless there is proper justification to do so
and the action is approved by the IRB”.

Irreversibly de-identified
personal information generally
need not be subject to privacy
and confidentiality
requirements.

Yes, we support this.

10.

11.
When reversibly de-identified
Yes, we support this.
information is used for
research, IRBs should consider
the adequacy of the extent and
means of the de-identification
in proportion to the risk.
Should a person be identified
from de-identified information,
the person should still enjoy
confidentiality and privacy
entitlements.
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BAC’s Recommendation

COFM Response

12.
The ethical principle of
confidentiality should apply to
the use of personal information
from medical or public
registries. Confidentiality
safeguards should be
commensurate with the
potential risk of harm from
inadvertent disclosure.

Yes, we support this.

13. Insurance
We recommend that the
government consider
implementing a moratorium on
the use of predictive genetic
information for insurance
purposes and appoint an
authority to consider long-term
implications of the
accessibility of predictive
genetic test results by
employers and the insurance
industry and to monitor
developments in this area.

Yes, we support this.

-

Other comments,

Information/tissue that potentially identifies
an individual and will be sent to or received
from overseas, must have approval from the
relevant authorities. For research purposes,
the IRB and Head of Institution must give
their written approvals. The IRB, in its
review, must also consider the mode of
transmission of the information and ensure
sufficient measures to ensure the safety of the
information during transfer.

-

In conclusion: …

We are pleased to read the consultation paper
that has been put together by the BAC on the
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BAC’s Recommendation

COFM Response
use of personal information in biomedical
research. We are glad that many of the
recommendations are already in place and
implemented by us in the various populationbased epidemiological studies that we have
been conducting thus far in the department.
This paper will help inform the public that
researchers, in general, are aware and
compliant with good practices in maintaining
data confidentiality and privacy of personal
information, and provide a vote of confidence
in the high standard of research integrity
maintained by researchers at large.
While we applaud and support the detailed
recommendations which have
comprehensively covered many aspects in the
use of personal information in biomedical
research, we hope that the legal mechanisms
can be streamlined to be both efficient and
cost-effective for researchers. In particular,
we are concerned that the need for a third
party in providing the linkage of databases
may necessitate a cost that needs to be
provided for through grants. This may be
problematic for small-scale studies that
may not have the budget for the
administrative cost incurred in this process.
We are also concerned about the accessibility
of identifiable information for the practicality
of conducting long-term follow-up studies.
Hence, we hope that while Principal
Investigators adhere strictly to the use of
escrow systems and data confidentiality, they
will be allowed to have access to identifiable
information when it is necessary for
conducting the follow-up of individual
research participants.
Finally, while linkage is often done through
the use of the NRIC, mistakes in data entry
may lead to inaccuracies of linkage. Hence,
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BAC’s Recommendation

COFM Response
Principal Investigators should also be allowed
to have sufficient information provided with
the linkage, such as gender and birthdates in
both databases, to verify the accuracy of the
linkage.

This feedback is submitted through:
Professor David Koh
Head, Department of Community, Occupational and Family Medicine
By:
Professor Lee Hin Peng
Associate Professor Chia Sin Eng
Associate Professor Adeline Seow
Associate Professor Saw Seang Mei
Assistant Professor Koh Woon Puay
Department of Community, Occupational and Family Medicine
Yong Loo Lin School of Medicine
National University of Singapore
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Life Insurance Association, Singapore
From:

Pauline Lim
Executive Secretary
Life Insurance Association, Singapore

Received by email:

28 July 2006

Comments received from three LIA member companies
______________________________________________________________________

We suggest that BAC make reference to other established research, such as the
Australian policy on genetic testing.
______________________________________________________________________

Comments on the following two clauses:
6.14 Following the recommendations of the Select Committee, a moratorium was
implemented by agreement between the UK Government and the Association of British
Insurers from 2001. Under the moratorium, a person will not be required to disclose the
result of a predictive genetic test unless approved by the GAIC (to date, only
Huntington's Disease has been approved) and is for coverage of more than £500,000 of
life insurance or £300,000 for critical illness insurance or income protection insurance
with annual benefits of £30,000. The initial duration of the moratorium was 5 years and
was later extended for another 5 years, to 2011.
6.15 We are of the view that a similar moratorium on the use of predictive genetic
information could be considered in Singapore. This will allow both the insurance
industry and relevant government authorities time to look into the substantive issues.
Both parties should ensure that only relevant and reliable information is used in
assessing insurance applications, and that the outcomes of the conditions considered are
both serious and predictable, before considering lifting any such moratorium.
My view about the above practice and recommendation (6.14 and 6.15):
Predictive genetic testing has considerable potential for accurate risk assessment,
although in the same time we should not deny that most predictive tests carry a degree
of uncertainty about whether a condition will develop, when it will develop, and how
severe it will be. (Note: Predictive genetic testing is the use of a genetic test in an
asymptomatic person to predict future risk of disease.) So, to an Insurer, predictive
genetic test result should be seen a material fact that could be deemed as a "NON
DISCLOSURE" if an insurance's applicant fails to reveal such info upon application.
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To give an idea about how big the risk could be, I illustrate with the following scenario
for an example.
If two people who carry the defective gene of cystic fibrosis conceive a child, there's a
25 percent chance the child will have cystic fibrosis, a 50 percent chance the child will
be a carrier of the cystic fibrosis gene, and a 25 percent chance the child will neither
have the disease nor be a carrier.
(Note: cystic fibrosis is an inherited abnormality due to recessive defective genes.
Manifestation of this condition could result in damage of lung, intestine, and other
internal organs. The "recessive" nature of this condition means that this abnormality
will only manifest/appear when a person inherits two abnormal cystic fibrosis genes,
one from her father and another one from her mother. The condition becomes obvious
when the child was 2-3 years old. If a person only has one defective gene and the other
gene is normal, the abnormal condition does not manifest).
Positive predictive value of genetic test for this condition is 99.5% (meaning 99.5% of
persons with positive genetic test result for cystic fibrosis are truly having cystic
fibrosis gene). On the other hand, Negative predictive value of genetic test for this
condition is 99.96% (meaning 99.96% of persons with negative genetic test result for
cystic fibrosis are truly not having cystic fibrosis gene). These two values suggest
considerably accurate predictive genetic test for cystic fibrosis.
So, if a positive result of predictive genetic test of a child from the above mentioned
couple were not disclosed upon applying Insurance, then the insurer would be facing
about 33% (see formula below) risk to cover the child with cystic fibrosis. Quite
substantial risk, isn't it?
______________________________________________________________________

We would like to refer to comments made regarding NOT recommending a moratorium
period as suggested in the consultation paper. The main reasons being:
1. it may be irrelevant as very few individuals go for a test
2. it can be mis-interpreted as the industry's willingness to waive its right for
genetic discrimination
To emphasise point 1, I would like to share the comment made by Mary Francis,
director general of the ABI, said in a statement:
"... because the existing moratorium works well, and the number of people currently
taking relevant tests remains low, we felt confident about proposing to the
government that it should be extended."
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National Cancer Centre
Comments on the BAC consultation paper entitled ‘The use of personal information in
biomedical research’ dated 14 June 2006
The intent and recommendations of this document echo trends and
developments in other countries (mainly Western) in recent years. To this extent, the
paper is timely and its recommendations are generally sound. A notable feature is the
attempt to achieve a good balance between injurious disclosure of personal information
(a well recognised hazard) and rigid and counterproductive overprotection of medical
information that hinders and even prevents medical research, to the detriment of whole
societies.
While the principles enunciated in the consultation paper are unexceptional and
in line with current bioethical thinking, a few operational points could be made.
1.

It is reasonable that data for certain disease registries (of public health
importance) may be obtained without patients’ explicit and prior consent
(page 3, Part IV, para. 11; page 23, para. 4.25). It is also proper that the
Singapore population be ‘appropriately informed’ of this practice.
However, the BAC does not indicate what it considers to be appropriate
measures of informing the public, whether members of the public will have
the right to opt out of disease registries (page 31, section 5.4 suggests this
may be allowed), and whether certain future types of disease registries (e.g.
neuropsychiatric disorders) will be handled differently. It is also unclear if
trawling for data for disease registries will be limited to patients who attend
public hospitals and clinics or if private hospital data will be used also for
disease registries (page 24, para. 4.28). If the former, the perception (not
entirely unjustified) that money buys privacy will arise.

2.

In discussing irreversibly de-identified information (page 18, para. 4.12), the
consultation paper states that ‘the individual should be able to opt out’. This
does not appear possible if the information and/or biological sample of an
individual has in fact been truly and permanently de-identified.

3.

There can be no good substitute for children and adolescents as research
subjects for certain objectives such as determining paediatric drug safety
and optimal dosing. Thus it is inaccurate to state that children and
adolescents should be research participants only when other participants
(presumably adults) are unavailable or unsuitable (page 29 , para. 4.45).

4.

The age of legal consent for medical decisions is currently ambiguous in
Singapore. It would be helpful for the BAC or the relevant authorities to
provide clearer guidelines on this fundamental point. Situations when
parents and their adolescent children disagree will need to be dealt with.
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5.

While it is standard practice to enable research subjects to withdraw their
participation (page 30, para. 4.52) and for such withdrawal to be
accompanied by destruction of any residual biological samples, and
complete and permanent erasure of personal information from the research
database, it is unclear if research data already obtained from the patient’s
sample(s)/medical record before the decision to withdraw, may be retained
by the investigators.

6.

The consultation paper refers to close genetic relatives but omits to deal
with how preserving the traditional confidentiality of the physician-patient
relationship should be balanced against the need to provide relevant genetic
information to the patient’s close relatives, in the event that the index patient
is unwilling to make the disclosure to his/her family (page 31, para. 5.3).

7.

Much of the substance of the consultation paper is more reflective of
Western societies than Singapore. While the principles of ethics are
universal, the practice of bioethics must be culturally emplaced or it
becomes a fig leaf. Much is made of obtaining ‘informed consent’, but little
regards is paid to evaluating how much information patients and research
subjects in Singapore wish to receive, the language that best conveys
information and the extent of comprehension. There is a need for Singapore
to conduct studies to develop and assess culturally appropriate consent
practices in order to determine if the informed consent process, as practised
in Singapore, is indeed achieving its true intended purpose.

Kon Oi Lian
22 June 2006
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Comments on the Bioethics Advisory Committee’s Consultation
Paper on
The use of personal information in biomedical research
Presented by the National Council of Churches of Singapore

The National Council of Churches of Singapore (NCCS) thanks the BAC for seeking
feedback on the consultation paper, ‘The use of personal information in biomedical
research’. The NCCS notes that the intent and recommendations of the consultation
paper echo trends and developments in other countries (mainly Western) in recent
years. To this extent, the paper is timely and its recommendations are generally sound.
A notable feature is the attempt to achieve a good balance between injurious disclosure
of personal information (a well recognised hazard) and rigid and counterproductive
overprotection of medical information that hinders and even prevents medical research,
to the detriment of whole societies.
While the principles enunciated in the consultation paper are unexceptional and in line
with current bioethical thinking, a few operational points could be made.
1.

NCCS suggests that Recommendation 1 (page 2) be strengthened by adding
two words (underlined) as follows:
‘We recommend that the relevant authorities consider establishing a legal
framework for the use and protection of personal information in
biomedical research.’
The rationale is to guard against sliding into a purely utilitarian approach to
the use of personal information driven only by expedience and economic
motives. Emphasizing the twin responsibilities of researchers both to use
and protect should help to defend vulnerable persons against disrespect,
abuse and even exploitation.

2.

It is reasonable that data for certain disease registries (of public health
importance) may be obtained without patients’ explicit and prior consent
(page 3, Part IV, paragraph 11; page 23, paragraph 4.25). It is also proper
that the Singapore population be ‘appropriately informed’ of this practice.
However, the BAC does not indicate what it considers to be appropriate
measures of informing the public, whether members of the public will have
the right to opt out of disease registries (page 31, section 5.4 suggests this
may be allowed), and whether certain future types of disease registries (e.g.
neuropsychiatric disorders) will be handled differently. It is also unclear if
trawling for data for disease registries will be limited to patients who attend
public hospitals and clinics or if private hospital data will be used also for
disease registries (page 24, paragraph 4.28). If the former, the perception
(not entirely unjustified) that money buys privacy will arise.
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3.

In discussing irreversibly de-identified information (page 18, paragraph
4.12), the consultation paper states that ‘the individual should be able to opt
out’. This does not appear possible if the information and/or biological
sample of an individual has in fact been truly and permanently de-identified.

4.

While we agree with the principle of reciprocity (page 20, paragraph 4.20),
it must not be used, for economic reasons, to pressurise or coerce anyone to
forego their right to privacy and confidentiality.

5.

There can be no good substitute for children and adolescents as research
subjects for certain objectives such as determining paediatric drug safety
and optimal dosing. Thus it is inaccurate to state that children and
adolescents should be research participants only when other participants
(presumably adults) are unavailable or unsuitable (page 29, paragraph 4.45).

6.

The age of legal consent for medical decisions is currently ambiguous in
Singapore. It would be helpful for the BAC or the relevant authorities to
provide clearer guidelines on this fundamental point. Situations when
parents and their adolescent children disagree will need to be dealt with.

7.

While it is standard practice to enable research subjects to withdraw their
participation (page 30, paragraph 4.52) and for such withdrawal to be
accompanied by destruction of any residual biological samples, and
complete and permanent erasure of personal information from the research
database, it is unclear if research data already obtained from the patient’s
sample(s)/medical record before the decision to withdraw, may be retained
by the investigators.

8.

The consultation paper refers to close genetic relatives but omits to deal
with how preserving the traditional confidentiality of the physician-patient
relationship should be balanced against the need to provide relevant genetic
information to the patient’s close relatives, in the event that the index patient
is unwilling to make the disclosure to his/her family (page 31, paragraph
5.3).

9.

Much of the substance of the consultation paper is more reflective of
Western societies than Singapore. While the principles of ethics are
universal, the practice of bioethics must be culturally emplaced or it
becomes a fig leaf. Much is made of obtaining ‘informed consent’, but little
regards is paid to evaluating how much information patients and research
subjects in Singapore wish to receive, the language that best conveys
information and the extent of comprehension. There is a need for Singapore
to conduct studies to develop and assess culturally appropriate consent
practices in order to determine if the informed consent process, as practised
in Singapore, is indeed achieving its true intended purpose.
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COMMENTS FROM NATIONAL MEDICAL ETHICS COMMITTEE (NMEC)
ON THE BAC CONSULTATION PAPER (THE USE OF PERSONAL
INFORMATION IN BIOMEDICAL RESEARCH)
The BAC consultation paper on “The Use of Personal Information in Biomedical
Research” is a good report. NMEC’s comments on the BAC consultation paper would
focus generally on the personal information that is recorded as part of clinical management
within biomedical research.

Part II

Section
Personal
Information
(p.2 and p.11)

NMEC Comments
Genetic information is particularly sensitive and
therefore genetic studies require special precautions.
For example, IRBs use a separate template for Informed
Consent in genetic studies, which include statements
such as “genetic information can affect a person’s
insurability, employability, reputation and private life.”
NMEC proposes a cross reference to BAC’s Genetic
Testing and Genetic Research Report wherever genetic
studies are involved.

Item 2.7(b) (p.13)

For genetic studies, IRBs usually require double coding,
i.e. de-identification for the subject and another deidentification for the genetic sample.

Item 2.6 (p.13)

NMEC recommends inserting a statement in this
section regarding the recruitment of trial subjects.
There could be opportunities when investigators might
approach departments which keep medical records,
such as the Medical Records Office, X-Ray
Department, Pharmacy, and Laboratory, for names of
patients who are potential trial subjects. If the
investigator then contacts the patient (without asking
the attending physician), it will be a breach of medical
confidentiality. All the patient has to do is ask “How
do you know I have Parkinson’s Disease? (Or whatever
the diagnosis)” as medical diagnosis is private
information. Such breach of medical confidentiality
happens easily in institutional practice, such as large
national centres or re-structured hospitals where there is
a general feeling that the patients’ data belong to the
centre or department concerned. The role of the
attending physician is therefore important during the
recruitment of trial subjects. There could potentially be
an ethical problem of touting for patients under the
disguise of “medical research” through such means.
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Part III

Section
NMEC Comments
The Legal Protection With the increasing use of digitalization in healthcare
of Personal
data and information, there should be more
Information
transparency in the processes which ensure that
digitalized information is adequately protected from
unauthorized access or manipulation by the IT
personnel. Moreover, in both healthcare clusters, the
staff can access the medical information of any patients
through their passwords. Therefore, it will be essential
that healthcare institutions (both public and private) and
disease registries should have policies and systems for
tracking access to patients’ electronic information.
For example, in strengthening the security of the access
to any kind of medical database, including disease
registries, passwords given to authorized staff for such
access should be “blinded” to the IT personnel.
Healthcare institutions should have proper systems for
safeguarding patients’ personal and medical
information from the auditors, including the
information system managers.
Data or samples that
are sent abroad

There is no extraterritorial law with regards to data or
tissue samples transferred abroad. Singapore laws can
be applied only locally. There is no common law to
govern the ownership of any tissue from a dead person.
It is therefore recommended to clarify these issues
clearly in the informed consent form, possibly in the
nature of a contract, with a time frame, to ensure no
dispute in the transfer of these tissue samples.
IRB approval should be required for any movement of
sensitive data or tissues’ specimen across the country
borders, for research purposes.

Part IV Informed Consent

A living person can withdraw his or her consent, but
this is not the case for a person who has passed away.
However, the issue of confidentiality still applies even
after the demise of the person. Although the IRB is the
gatekeeper for this confidentiality, the question of
liability and position of IRB would be raised if the nextof-kin should pursue legal action for breaches of
confidentiality for the deceased. Even in common law,
no one has ownership of the body parts for a deceased
person, which cannot be claimed legally. To avoid
breaching medical ethics and the legislation, NMEC
proposes that researchers seek for informed consent to
use tissue specimens for research purposes, consent to
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Section

NMEC Comments
remove the tissue from the body, as well as the way it
can be disposed of.

Items 19 & 4.44
(p.5 and p.28)

(a) children and adolescents
NMEC opines whether it is possible to make a
statement regarding the Age of Consent. Very often,
multi-centre trials (with foreign countries) involve
subjects from the age of 18 years. So IRBs in
Singapore are frequently faced with the dilemma of
whether to amend the age to 21 years, which might not
be right as this could alter the character of the trial
cohort or stipulate that parental permission is required
for subjects below 21. The “level of maturity” is
mentioned in Item 4.47, line 6. NMEC proposes to
substitute “Age of Maturity” which could be a better
guide than the legal Age of Consent.

Items 4.47, 4.48
(p.29)

Vulnerable subjects, such as adolescents or mentally
impaired persons, may not want to disclose information
to a third party or their guardian, in which case, it
would be difficult to carry out the research study. If the
study is essential, i.e. in their medical interests, we
should be allowed to disclose relevant information to an
appropriate person or authority (General Medical
Council, UK ruling on Confidentiality, 2004)

Items 19 and 4.44
(p.5 and p.28)

List of “Vulnerable persons”
NMEC recommends that the list of “vulnerable
persons” include “Pregnant Women and Foetuses”, as
they are “at heightened risk for adverse consequences
of the research”.

Recommendation 3,
4 and 5

Recommendations 3, 4 and 5 would have significant
impact on clinical practices. It is necessary to have a
formal framework for accessibility of personal
information by disease registries. In general, disclosure
of information about a patient requires the patient’s
consent but there can be exceptions, such as
information transferred to disease registries. In the
USA, patients might not agree to such exceptions.
There could also be a recommendation in the BAC
report for the requirement in reporting side effects of
Traditional Chinese Medicines (TCM), in the same way
as there is for western medicines. NMEC opines
whether the TCM Act could contain a statement
allowing the traditional medical practitioners to disclose
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Part V

Section

NMEC Comments
medical information in the public interest, e.g. adverse
reactions from TCM practitioners.

Privacy and
Confidentiality

The principle of primacy of ownership of health data
should be recognized, unless there is the urgency of
serious public health concerns (e.g. infectious diseases).
Doctors treating patients have the rights to the data, but
only for treating the patient. Similarly, HCIs own the
medical records, but only to facilitate the treatment
needs of the patient. The patient’s data should not be
used for any other purposes.
Security of databases can be penetrated in some way by
researchers, so there is a need for an internal security
process to ensure appropriate anonymisation of data at
the hospital and registry levels.
(With digitalization of data, a person’s health data can
be disseminated very widely and rapidly. What if
information in the records is false, for example, a
person might be wrongly recorded as having tested
positive for syphilis?)

Recommendation 13

NMEC recommends a moratorium on the use of
predictive genetic information for insurance purposes.
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Robert Hewitt, 31st July 2006
NUH-NUS Tissue Repository

Comments On Consultation Paper Entitled:
The Use Of Personal Information In Biomedical Research
Many of the ethical issues that surround management of collections of personal data are
identical to those relating to collections of tissue samples, since tissue samples contain
personal genetic information. Patients require protection against misuse of personal
information, whether their personal data or their tissue samples are being stored and
used for research. This protection should include physical security, de-identification,
access control by an ethics committee and legal protections.
Experience from tissue banking shows us that “informed consent” is interpreted in
many different ways by different people. If conducted to a high standard, it is timeconsuming, expensive and may be inconvenient to the patient. Typically, informed
consent takes 15 to 20 minutes, and can only be taken when the patient is available and
not being seen by medical or nursing staff. Consequently the difficulty in obtaining full
“informed consent” is very easily underestimated. The question always remains as to
whether patients who have been fully informed also fully understand the implications
of consent, since the issues involved are complex. Consent forms are often hard to
understand and at best, many of these forms are only understandable by people with a
college education. If “informed consent” is to be required, then the practical
implications and limitations should first be fully understood and the costs weighed up
against the benefits.
For tissues, we have the concept of a legacy and non-legacy tissue collections, which is
helpful in allowing ethics committees to take into account the difficulties in obtaining
consent from patients who have left the hospital, moved away or perhaps even died.
Ethics committees can relax the requirement for informed consent for legacy tissue
collections, since obtaining it is often difficult/impossible. If informed consent is to be
required for use of personal information, then perhaps the concept of legacy and nonlegacy databases should be considered. Or perhaps a similar distinction could be made
between retrospective and prospective data collection (where consent requirement is
strongest for prospective collection of data).
The BACs recommendations for human tissue research state that research tissue
banking should only be conducted by institutions and not by private individuals. This
helps ensure that tissue samples are available to the most deserving researchers and not
reserved by people whose circumstances allow them to collect the sample. Should the
same apply to registries? Either way, the subject of researcher access to clinical
information needs to be given careful attention. Should clinicians be allowed to control
access to de-identified data from the patients they have treated, should “strings
attached” be permitted, or should the information be freely available to approved
researchers?

D-36

ANNEX D

Comments on specific recommendations:
Recommendation 1: We recommend that the relevant authorities consider
establishing a legal framework for the use of personal information in biomedical
research.
Agreed, we need a legal measures to protect individuals against misuse of their
personal information, because other protective measures are inadequate by themselves:
De-identification alone does not provide sufficient protection, whether described as
reversible or irreversible: Given that information on a given patient may be stored on
many different databases, it may be possible to re-identify a patient by simply matching
a combination of items in a patient’s medical history. Similar difficulties apply for
tissue samples which may be associated with the clinical data: The forensic scientist’s
ability to identify suspects from DNA samples, points to the fact that absolute
irreversible de-identification of tissue samples is not possible, short of complete
destruction of the contained genetic information. Informed consent is an important
measure to show respect for patient autonomy, but it only offers protection against
research-associated risks (eg. social or financial consequences) if the patient declines
consent. If the patient agrees to participate, then their consent offers no protection at
all against research risks. Ethics committee approval may help ensure that data is only
used by appropriate researchers, but it cannot guarantee their good conduct.
Recommendation 2: Specific consent should be obtained when research involves
identifiable personal information or tissue samples. General consent may be
obtained for subsequent research involving the use of de-identified information or
remnant tissue. ……
This recommendation may be difficult to apply in the context of Hospital-based Cancer
Registries (HCR), since this kind of registry which contains very detailed clinical
information, is used to help in the clinical management of patients. The information is
regularly updated by a Cancer Registrar at each follow-up visit and may be used to
ensure that patients attend all their follow-up appointments. For this reason, the
information needs to remain identified. To require specific informed consent for data
entry to an HCR would cause many problems. Firstly, if patient refused consent it
would prejudice the quality of their own clinical care and this would be unacceptable.
Secondly, it would diminish the value of the registry for clinical audit and other forms
of research.
Perhaps the term “disease registry” needs to be defined. Is it simply a database of
clinical information or does it carry some other more specific meaning? Also, would
an HCR fit into the definition of registry as used in these recommendations?
One small note: If specific informed consent is obtained for identifiable material, it
may be advisable to request general informed consent at the same time. This would
allow subsequent de-identification and unspecified use of the information without the
need for re-consent.
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Recommendation 4: We recommend that the relevant authorities consider
establishing legal mechanisms to facilitate the use of personal information in
registries, databases and medical records for epidemiological research and public
health research. These mechanisms should also ensure that there is minimal risk
to individual privacy and confidentiality.
The importance of facilitating use of personal information for epidemiological and
public health research is singled out in this recommendation. However there are other
types of research requiring clinical information, which are also very important in terms
of improving patient care. For example, clinical trials and biomarker studies. Is there
some reason why it is considered less important to facilitate use of personal information
for such studies? Agreed, the benefits are less immediate, but obviously they are
important all the same.
Recommendation 7: Research participants should be allowed to withdraw their
consent to participate in a research (study) at any time without explanation and
without prejudice. They should be assured that upon withdrawal their personal
information and/or tissue samples will be either destroyed or irreversibly deidentified.
Recommendation 10: Irreversibly de-identified personal information generally
need not be subject to privacy and confidentiality requirements.
As argued above, absolute irreversible de-identification is not possible. Following
along on this line of argument, withdrawal should mean both removal and destruction
(in contrast to recommendation 7) and privacy and confidentiality requirements should
still be required for information described as irreversibly de-identified (in contrast to
recommendation 10).
Recommendation 9: Researchers should not attempt to identify an individual
from de-identified information as it is a serious breach of ethics to do so.
Agreed, researchers should not attempt to re-identify cases themselves. However,
researchers often need to obtain additional information for cases on which they have
studied previously (this often applies for tissue samples) and to provide such
information, re-identification is necessary.
For this reason there needs to be an approved third party (eg. a tissue repository), which
can re-identify cases, link additional information, de-identify and then return required
information to the researcher. This is labour intensive work and requires dedicated
individuals to carry it out reliably. The process of re-identification should not be made
too slow or difficult, otherwise it will create a bottleneck for research.
All other recommendations (3, 5, 6, 8, 11, 12 and 13): Agreed and no further
comment.
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Feedback on Consultation Paper of
The Use Of Personal Information in Biomedical Research
From The Singapore Chinese Buddhist Association
From Buddhist point of view, we do not object the research carried out for medical
purposes of benefiting mankind as long as no killing is involved. As we can see this is
the case of your Biomedical Research. However, there are other concerns that we have
relating to the privacy and protection of individual rights-how can we protect them and
the way to do it? We would like to raise the following concerns:
1. The Legal Protection of Personal Information
a). When a person’s information is required and is vital to be used for research
but is not contactable, will the research still be carried out without the
notification and the consent of the person involved.
b). As the research may involve researchers from other countries, what
measures will there be to ensure that information is not being transferred out
secretly or without the consent of the person? How do we ensure that the
information is firmly protected and not used by the researcher in future once
he leaves our local center?
2. Informed Consent
How we can ensure that the explanation is correctly and precisely explained to
the person who may be an illiterates or not conversant in English? Where
translation is involved we need to make sure the translator can relate to the
person?
3. Epidemiological and Public Health Research
If large numbers of public do not give their consents to the Board for the
research, will the research still be carried out without obtaining the agreement
form them?
4. Privacy and Confidentiality
The concern is that the information may be used by foreign researcher who may
use the same information in other countries or takes it with him when he leaves
our laboratory?
5. Access to Medical Information by Employers and Insurers
We should stress to the employers and insurance company that the normal
health screening should not involve genetic test which is strictly for research
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purposes only and should not be part of health screening of the employees or the
insured.
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SINGAPORE MEDICAL COUNCIL’S FEEDBACK ON BAC’S CONSULTATION
PAPER ON “THE USE OF PERSONAL INFORMATION IN BIOMEDICAL
RESEARCH”

Recommendation 2: Specific consent should be obtained when research involves
identifiable personal information or tissue samples. General consent may be obtained
for subsequent research involving the use of de-identified information or remnant
tissue. The information to be provided to the individual when taking consent should
depend on the sensitivity of the information and the risk of harm.
Comments: It will sometimes be difficult to determine what the risk of harm might be in
research of this nature – so the last sentence of this recommendation is hard in
enforce and rather vague.

Recommendation 7: Research participants should be allowed to withdraw their
consent to participate in a research at any time without explanation and without
prejudice. They should be assured that upon withdrawal their personal information
and/or tissue samples will either be destroyed or irreversibly de-identified.
Comments: If tissue/data already de-identified, how can it be destroyed or further
dealt with?

Recommendation 13: We recommend that the government consider implementing a
moratorium on the use of predictive genetic information for insurance purposes and
appoint an authority to consider long-term implications of the accessibility of predictive
genetic test results by employers and the insurance industry and to monitor
developments in this area.
Comments: There is some concern that an employer or insurer seems to have some
rights to personal information. Although various angles were discussed it appears that
in the end they do some rights to it implicitly or explicitly!
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Feedback from SingHealth IRBs
24 July 2006
The SingHealth IRBs have read and discussed the 13 recommendations proposed by the
BAC in their consultation paper entitled, “The Use of Personal Information in
Biomedical Research”. We present our feedback on the paper here.
Firstly, we would like to express our deep appreciation to the BAC for addressing very
valid and vital issues in human subject research in Singapore. Establishing a legal
framework to address these issues would greatly facilitate the IRBs in their review of
research proposals and provide standardized practices throughout the Republic.
Recommendation 1: We recommend that the relevant authorities consider establishing a
legal framework for the use of personal information in biomedical research.
Our Comments: The healthcare institutions in Singapore have been conducting research
involving human subjects for a considerable number of years and are cognizant of the
need to maintain the privacy and confidentiality of personal identifiable information
collected in the course of research. The IRBs are currently drawing guidance from
overseas legal frameworks, particularly the US CFR in addition to ICH and SGGCP
guidelines. A legal framework which is relevant and customized for the Singapore
research environment will be most appropriate and a step in the right direction to propel
Singapore onto the world stage for human biomedical research.
Recommendation 2: Specific consent should be obtained when research involves
identifiable personal information or tissue samples. General consent may be obtained
for subsequent research involving the use of de-identified information or remnant
tissue. The information to be provided to the individual when taking consent should
depend on the sensitivity of the information and the risk of harm.
Our Comments: Irreversibly de-identified tissue and/or personal information obtained
with a general consent will be of little value in some kinds of clinical research as
further prospective data cannot be gathered. However, the majority of clinical research
projects do not require identifiable information. Researchers can work with deidentified tissue or personal information and draw appropriate conclusions from
aggregate samples. Under special circumstances, where the research findings would
impact on the specific subject’s health or well-being, the IRB would recommend the
storing of reversibly de-identified tissue and/or personal information. The investigator,
with the approval of the IRB, should have the option of making the tissue and/or
personal information identifiable and obtain further individual consent to gather data
and/or enroll the subjects in a prospective study, many of which are long-term follow
up studies. However, there is a need for the identity part of the information to be kept
by a separate body and released on a case-by-case basis upon investigator’s request,
duly approved by the IRB. We agree that, unless the IRB grants waiver of consent
(where there is overriding public health benefit versus the risk of individual privacy),
the investigator should obtain informed consent for the specific research study from
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each of the patients and all arrangements should be made to allow the subject to refuse
participation or withdraw from the study, and for destruction of all collected tissue or
information for the particular subject.
Recommendation 3: We recommend that the relevant authorities clarify the legal basis
for the disclosure of medical information to disease registries by health care institutions
and physicians; and establish mechanisms enabling the registries and healthcare
institutions to increase the accessibility of personal information for research that can
significantly advance public welfare, while safeguarding privacy concerns.
Our Comments: Disease databases are a valuable source of information for conducting
research of public health importance. Clinical research can benefit tremendously from
long-term follow up of a cohort of patients. De-identified information stored in such a
longitudinal disease database, should have provisions for re-identification, especially
when there is chance that research outcome or projects can benefit existing patients in
prospective studies.
Recommendation 4: We recommend that the relevant authorities consider establishing
legal mechanisms to facilitate the use of personal information in registries, databases
and medical records for epidemiological research and public health research. These
mechanisms should also ensure that there is minimal risk to individual privacy and
confidentiality.
Our Comments:
Legal mechanisms are needed to prevent abuses of privacy and confidentiality.
Penalties must be swift, sure and severe to inspire public confidence in such data
repositories. It is also the responsibility of PIs, IRBs and research institutions to
safeguard the privilege and legacy of tissue and clinical material entrusted to us for
betterment of mankind.
Recommendation 5: We recommend that the relevant authorities consider legal
provisions necessary to ensure that the potentially increased scope of clinical audit does
not violate medical confidentiality and to assure the public that privacy and
confidentiality interests in personal information will be safeguarded.
Our Comments:
The Ministry of Health will need to advise on the specific areas within which it would
like to conduct clinical audit. Since audit is for the improvement of healthcare system
delivery and assessment of provider compliance and quality assurance, the law must
provide for this function, and the scope and coverage of such audit clearly delineated.
IRBs should focus on safeguarding research subject’s interest. Clinical audit must be
separately enforced through administrative and management mechanisms.

Recommendation 6: We recommend that IRBs, when reviewing research, ensure that
any concerns in regard to vulnerable persons are appropriately addressed.

D-49

ANNEX D

Our Comments:
IRBs currently use the vulnerable persons definitions adopted by the USA. However,
the different cultural context makes the operationalization of concepts such as assent,
challenging. We would like the BAC to bring in foreign IRB expertise to help local
IRBs work towards developing relevant and implementable approaches to safeguard
these groups of subjects.
Recommendation 7: Research participants should be allowed to withdraw their consent
to participate in a research at any time without explanation and without prejudice. They
should be assured that upon withdrawal their personal information and/or tissue
samples will either be destroyed or irreversibly de-identified.
Our Comments:
We Agree. This is already practiced by local IRBs. The challenge is in the policing and
surveillance to ensure compliance by PIs, especially those where there is
pharmaceutical sponsorship and the tissue and information reside with these
companies.
Recommendation 8: Personal information should be de-identified as far and as early as
possible and should be stored or transferred as de-identified information.
Our Comments: We agree in principle. IRBs need sufficient resources and national
level frameworks to allow reversible de-identification of clinical databases and tissue
repositories. The identity and research information bits should be held by different
discrete agencies to safeguard privacy.
Item 2.6 - mentions that confidentiality and privacy in research are “usually achieved
by de-identification of the information”. We would like to emphasize here, that the
golden standards for clinical research are prospective studies and randomized
controlled trials, and it would not be possible to use de-identified subject information in
these situations.
Recommendation 9: Researchers should not attempt to identify an individual from deidentified information as it is a serious breach of ethics to do so.
Our Comments: We agree. Punishment must be swift, sure and severe to discourage
abuse.
Recommendation 10: Irreversibly de-identified personal information generally need not
be subject to privacy and confidentiality requirements.
Our Comments:
We Agree. Once the infrastructure for de-identification is set-up with separate data
repositories, key coding agencies this can be implemented. The difficulty lies in rare
clinical conditions within sub-specialties where small numbers of unique conditions
lend the de-identified information to significant potential identification risk.
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Recommendation 11: When reversibly de-identified information is used for research,
IRBs should consider the adequacy of the extent and means of the de-identification in
proportion to the risk. Should a person be identified from de-identified information, the
person should still enjoy confidentiality and privacy entitlements.
Our Comments:
We agree in principle. The legal framework, resources and guidance must exist to help
IRBs operationalize such entitlements.
Recommendation 12: The ethical principle of confidentiality should apply to the use of
personal information from medical or public registries. Confidentiality safeguards
should be commensurate with the potential risk of harm from inadvertent disclosure.
Our Comments:
IRBs need to be adequately resourced to help ensure compliance in the post-approval
period. Resources for monitoring and external audit by CROs need to be put in place.
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the Use of Personal Information in
Biomedical Research
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Feedback Pertaining to the
Use of Personal Information in Biomedical Research

Recommendation 1:
Our Society is in agreement with the proposal that the relevant authorities consider the
establishment of a legal framework regarding the access and application of personal information in
biomedical research. Such a legal framework is not only appropriate but also highly necessary as
extensive research is currently undertaken to advance the life sciences to alleviate human suffering
by ameliorating disease treatment outcomes. This legal framework when accepted, will subject
bioscience practitioners to undertake a professional responsibility to adhere to strict guidelines when
accessing, managing and using personal information for their research without compromising the
integrity and confidentiality of an individual. It also serves to legally protect the researcher and an
individual.

Recommendation 2:
We agree that consent should first be obtained when biomedical research involves the use of
identifiable personal information or tissue samples. In accordance to the definition of General
consent in Para 4.2, our Society feels that an additional step should be provided to enable an
individual to reaffirm his earlier General consent after a period of time lapse. This serves to better
and more precisely inform the individual on the intended research currently at hand that requires an
affirmation of the earlier General consent. Additionally, we are of the view that, regardless of the
sensitivity of the information and the risk of harm, information should be provided unreservedly to the
individual when seeking his consent since personal information is rightly his ownership.
Our Society also proposes that while there is good intention and reason to provide assurance in the
proper use of personal information by empowering Institutional Review Board (IRBs) to approve the
appropriate use of personal information to secure privacy and confidentiality of such
information, we should incorporate an additional step to ensure non-biased jurisdiction over
the use of the information by ensuring the implementation of a tripartite panel. This panel
should comprise of foreign bioethics experts (with good professional track record and of
international repute), Bioscience Non-Governmental Organisations (NGOs) and
representatives from the relevant Government agencies. The role of such a tripartite panel
is to ensure and provide a comparable and professional benchmark that is familiar to
foreign collaborating bioscientists who may be engaged in joint bioscience research
projects with our researchers. Additionally, this will also provide a further assurance of nonbiased or abuse to personal information provided by individuals.
Finally, in Para 4.8, the use of a third party to obtain informed consent should be mandatory.
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Recommendation 3
We recommend that the relevant authorities clarify the legal basis for the disclosure of medical
information to disease registries by health care institutions and physicians; and establish
mechanisms enabling the registries and healthcare institutions to increase the accessibility of
personal information for research that can significantly advance public welfare, while safeguarding
privacy concerns.
We have serious concerns with this recommendation as it is vague. By definition, disease registries
deal with identifiable personal information. Making such information available to unspecified
government entities raises serious consent and privacy issues. Would this mean for instance, that
law enforcement agencies that we would not normally associate with medical research could obtain
such confidential information?
Also, the BAC could go further towards the definition of the conditions under which privacy should be
waived. Ideally, this should be achieved by a central body in Singapore and not for instance the
individual IRBs.
We agree that seeking consent for the numbers of patients in a given disease registry may be
difficult. However, we are of the opinion that they should be provided the choice to opt out of the
research. That is, an explanative letter could be sent to them to inform them of their registration for
the research in question and allowing them to opt out. This appears to have worked well for the
purpose of organ donation and we are certain it can be successful in this particular instance.

Recommendation 6
On the point of proper protection of personal information for vulnerable persons, we are of the view
that as we have earlier mentioned in our views for Recommendation 2, the formation of a tripartite
panel will similarly extend the proper and more efficient safeguards to provide a non-biased
jurisdiction of such personal information.

Recommendation 7
“Irreversibly de-identified” tissue can still be employed for research and/or commercial purposes. We
are of the opinion that the patient should be allowed to dictate whether the tissue in question should
be destroyed or irreversibly de-identified. Additionally, as in Recommendation 2, the affirmation step
for an earlier provided General consent should be made available to enable the individual to reconsider his intentions based on a further knowledge concerning the more precise nature and
objective of the research at hand compared to when he had first given a General consent at which
time no specific research was then at hand.

Recommendation 8:
We corroborate that personal information should be de-identified as far and as early as possible and
should be stored or transferred as de-identified information. In addition, we are also of the opinion
that an independent agency or NGO is to be appointed to oversee the acquisition and deidentification process of acquired personal information whereby a benchmark audit should be
implemented to determine and classify the level of security of personal information. Security auditors
should similarly comprise of a tripartite panel to finalize and verify the adequacy of security for each
stage of information acquisition and de-identification protocols that are implemented as well as to
validate the competency of the security system in place. Manpower involved in the handling and the
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acquisition and de-identification protocols should be security vetted and subjected to legally bound
confidentiality and secrets act to prevent possible leakage of invaluable personal information to
commercial enterprises such as insurance companies.

Recommendation 10:
We do not agree with this recommendation as privacy or confidentiality should always be maintained
regardless of it being irreversibly de-identified or not. Additionally, where enough information is
amassed from a sufficient pool of statistical data, it could be exploited or abused. Thus, if this is not
given similar treatment with all other personal information, there can be a loophole in a security
system in place. As previously mentioned in our views for Recommendation 2, this jurisdiction
should be managed by a tripartite panel similar to the treatment of all personal information.

Recommendation 13
Our Society perceives that it is important that the privacy and confidentiality of personal information
be securely protected regardless of the pressures exerted by the insurance industry who has long
lobbied for the disclosure of personal information by employing genetic advances to pursue selective
discrimination. This issue however, would not be questioned some decades ago where current
genetic advances are not even available for an industry to exploit in order to achieve self-interests
and maximum benefits by indulging in selective discrimination.
It must be noted that should this be allowed in a particular industry, it would very soon proliferate
and become a precedent for other industries to follow suit. Hence it will also become increasingly
harder and extremely challenging to enforce or differentiate the need to maintain personal
information as private and confidential; which would be better used if individuals do not suffer a
stigma arising for exploitation or distrust but instead agree to the use of their personal information to
benefit useful and meaningful biomedical research – which is the original intention.
Additionally, all the resources in terms of efforts and time that are employed to ensure a reliable
system to assure individuals their privacy and confidentiality would soon be wasted when the
general public develops a deep mistrust towards the system in place. Hence, our Society disagrees
that the authorities be in any way supportive of commercial enterprises such as the insurance
industry to use personal information (even if de-identified) via predictive genetic testing in
association with commercial interests.
We urge the authorities to be focussed with regards to the objective in the use of personal
information as rightfully themed in this feedback – for biomedical research.

- THE END -
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